TEACHER BACKGROUNDER PHASE l

Cyberbullymg envision

What to Know

Online cruelty, also referred to as cyberbullying, takes place whenever someone uses digital media tools such as the Internet
and cell phones to deliberately upset or harass someone else, often repeatedly. While spreading rumors and bullying is nothing
new for kids, online tools can magnify the hurt, humiliation, and social drama in a very public way. Cyberbullying can take a variety
of forms, such as creating a fake account or online profile to impersonate a classmate, repeatedly sending hurtful texts, spreading
rumors, or posting cruel comments or images online. The feeling of being anonymous or “removed” from a target in an online
environment can encourage a kid who normally wouldn’t say anything mean face-to-face to act irresponsibly or unethically.

Why Teach It

Help your students ...
» consider ways to create positive online communities rooted in trust and respect.

+ learn to identify, respond to, and limit the negative impact of cyberbullying and other unethical or harmful
online behaviors.

* recognize their own role in escalating or de-escalating online cruelty as upstanders, rather than bystanders.

When kids misuse online or mobile technology to harass, embarrass, or bully others, they can do real and lasting harm. Nothing
crushes kids’ self-confidence faster than humiliation. And just imagine a public humiliation sent instantly to everyone they know.
Sadly, hurtful information posted on the Internet is extremely difficult to prevent or remove, and millions of people can see it.
Teachers and parents can help kids think about the consequences of their online actions — before they even occur. When
guiding students, it's important for them to understand that they have a choice in all of their online relationships. They can say
something positive or say something mean. They can create great community support around activities or interests, or they can
misuse the public nature of online communities to tear others down.

Key Vocabulary
cyberbullying: the use of digital media tools such as the Internet and cell phones to deliberately upset or harass someone

drama: the everyday tiffs and disputes that occur between friends or acquaintances online or via text

Note: Unlike cyberbullying, which involves repeated digital harassment toward someone, drama is broader
and more nuanced. That being said, kids and teens sometimes use the term drama to distance themselves from

emotionally difficult behavior. Digital drama can still feel very real to students, lead to hurt feelings, and even
damage friendships. In some cases, digital drama can escalate into an offline fight — either verbal or physical.

hate speech: making cruel, hostile, or negative statements about someone based on their race, religion, national origin,
ability, age, gender, or sexual orientation

target: a person who is the object of an intentional action

offender: a person who has a malicious intent to hurt or damage someone
bystander: a person who does nothing when they witness something happening
upstander: a person who supports and stands up for someone else

escalate: to increase or make more intense

de-escalate: to decrease or make less intense
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TEACHER BACKGROUNDER PHASE l

Creative Credit & Copyright envision

What to Know

We live in a digital culture that empowers young people to access information instantly, rework media easily, and share their
creations globally. But the ease with which young people can find, copy, and distribute digital content can also lead them to use
online material without thinking about where it comes from or to whom it belongs. Viewing the Internet as a “free-for-all” leads to
problems of copyright infringement, plagiarism, piracy, and a general lack of respect for the hard work and creativity of others.
The basic fact is this: Even if something is posted on the Internet for all the world to see, someone, somewhere, created that
picture, song or article — and it belongs to that person.

The Four Points of Fair Use: Use a small amount

Schoolwork
and education

News reporting

Add new meaning and make it original L Rework and use in a different way
Criticizing or
commenting

Comedy and
parody

Use for nonprofit purpose

Why Teach It

Help your students ...
* learn about their rights to their own copyrighted work.
« identify how they can use copyrighted work without permission through public domain and fair use.
- understand that piracy and plagiarism are forms of copyright infringement that are unethical and unlawful.

By focusing on young people’s roles as digital creators, you can encourage your students to take responsibility for positively
shaping the creative online culture of which they are a part. They may not realize that copying and pasting material they find
online into schoolwork without citing it is plagiarism. They may not understand that illegally downloading and sharing music,
videos, and software is a form of stealing called piracy. With your guidance, your students can learn to respect the copyrights
of others, as well as how to protect, receive acknowledgement for, and share their own original creations.

Key Vocabulary

copyright: a law that protects a creator’'s ownership of and control over the work he or she creates, requiring other people to
get the creator’s permission before they copy, share, or perform that work

plagiarism: using someone else’s ideas or words without crediting the source and pretending they're your own
piracy: the unauthorized use, reproduction, or sharing of copyrighted or patented material — typically music, movies, and software
public domain: creative work that's not copyrighted and therefore free for you to use however you want

fair use: the ability to use copyrighted work without permission, but only in certain ways and in specific situations (schoolwork
and education, news reporting, criticizing or commenting on something, and comedy/parody)

remix or mash-up: editing together clips of video, sound, images, and text by “remixing” or “mashing” different parts
together to create something new

Creative Commons: a kind of copyright that makes it easy for people to copy, share, and build on someone’s creative work —
as long as they give the creator credit for it (www.creativecommons.org)
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TEACHER BACKGROUNDER PHASE 1
Privacy & Security envision

What to Know

Just as in real life, it's important for young people The Dos and Don’ts of Creating Strong Passwords

to know whom they can trust with their information « Do make your passwords eight or more characters, using combina-
online. While security programs and privacy settings tions of letters, numbers, and symbols. (These are harder to crack
can help block some issues — such as computer than regular words because there are more combinations to try.)

viruses or cookies — kids should also learn how to
create strong passwords and protect their private
information. Starting in elementary school, kids can
learn the importance of looking at sites’ privacy

policies with their families and asking them permission
before creating accounts or downloading files. Older
teens can learn concrete strategies for identifying

« Don’t include any private identity information in your password.
(People may easily guess passwords that include your name,
address, birth date, etc.)

+ Do change your password at least every six months. (This way, even
if someone does guess your password, they won't be able to get
into your account for long.)

scams, as well as limit the types of information « Don’t share your password with your friends. (Even if you trust
that companies collect about them through apps them, they might unintentionally do something that puts you or
and websites. your information at risk.)

Why Teach It

Help your students ...
- identify strategies for creating and protecting strong passwords.
» spot and avoid online scams.
+ understand the concept of online privacy, why companies collect information, and how to understand privacy policies.

Kids may not realize they’re putting their information in jeopardy, because the warning signs aren't always obvious. With your
help, students can master the fine art of password creation, recognize and avoid online scams, and distinguish positive and
safe sharing from oversharing. These skills are crucial to the security of the digital devices your students use as well as the
information those devices store. Otherwise, your students may expose themselves and their families to serious issues such as
computer viruses or data and identity theft.

Key Vocabulary

computer virus: a software program that can damage other programs on the computer

cookies: small computer text files placed in your computer by the sites you visit that collect information about your
computer system and the Web pages you view — often to identify repeat customers and personalize visitors’ experiences

identity theft: a type of crime in which your private information is stolen and used for financial activity

phishing: when people send you phony emails, pop-up messages, social media messages, texts, calls, or links to fake
websites in order to hook you into giving out your personal and financial information

privacy policy: a legal document that explains how a website gathers and uses your private information

private information: information that can be used to identify you, such as your full name, Social Security number, postal
address, email address, and phone number

scam: an attempt to trick someone, usually with the intention of stealing money or private information
target: when companies tailor content to you based on the information they’ve collected about you

track: when companies collect information about you based on your online behavior
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TEACHER BACKGROUNDER PHASE l

Self-Image & Identity envision

What to Know

Whether designing avatars for virtual worlds, selecting profile pictures, or carefully crafting texts to friends, young people have
countless opportunities to express themselves through digital media. On the one hand, playing around with creative identities
can be a safe and imaginative way for kids to explore who they are. Having a “different” persona online can also be a real
gift for a kid who's particularly shy. On the other hand, a digital identity can be a way for kids to dodge personal consequences.
When kids are disguised as anonymous, they can push limits and act in ways they wouldn'’t in the real world. Some may explore
antisocial or harmful identities. Others simply overshare and create reputations that might come back to haunt them. Either way,
if there's a large gap between an online and offline identity, it can fragment a kid’s sense of self (especially when the online
identity gets a lot of feedback and the kid becomes dependent on it).

Why Teach It

Help your students ...
- understand the similarities and differences in how they present themselves online and offline.
- reflect on how the Internet allows for anonymity and deception, and explore how this can affect their behavior online.

- consider the motivations, benefits, or possible harm to oneself and others when assuming an online identity that's
different than one’s real self.

Help your students consider how their identities — online or offline — may affect their relationships, sense of self, and reputation.
Give them opportunities to teach you about the websites and apps they use most, as well as describe any unspoken rules about
communication in these spaces. By setting the tone for an open dialogue, you can then steer discussions to address the
benefits and risks of online self-expression. Talk to them about anonymity and why it's important to be responsible for their
actions even when they aren’t easily identifiable. Work with students’ families to help communicate to them why identities
grounded in hatred, violence, illegal activities, or risky sexual behavior should be avoided entirely. With this whole-community
approach, students can learn to habitually reflect on how they can present themselves online in positive and beneficial ways.

Key Vocabulary

avatar: an image or character that represents a person online

anonymous: without a name or other information that identifies who you are

double standard: a rule that is unfairly applied to different people or groups of people

ethics: a set of principles and morals governing people’s behavior, including honesty and respect toward others
gender code: unspoken rules and expectations about acting “masculine” or “feminine”

identity: all of the factors that make up who you are

image: the way someone or something is perceived by others “People are really more free to be themselves

inhibited: careful or restrained about your actions or impulses or what they actually want to be. So, I've sort

of learned how people reacted to certain
persona: an image and personality that you show to others things I say and sort of built myself around it.”

stereotype: a popular belief about a group of people, based

on assumptions that are often extreme and inaccurate 15-year-old boy
Essentials For K-12 lessons on this topic, check out our Scope & Sequence at ©2013 common)sense
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TEACHER BACKGROUNDER PHASE l
Relationships & Communication envision

What to Know

Whether we're reading an online review, posting something on a social network site, texting a friend, or sharing a photo through
an app, we're participating in a world where we can be instantly connected to thousands of people at a moment’s notice. When
kids connect with each other from a distance or through a screen name, it can impact the way they behave. For example, their
actions can feel removed from consequences or free from discovery. When something happens anonymously, it's easier for
people to behave irresponsibly, cruelly, or unethically. Others may also misinterpret the tone and context of messages or posts.
Kids benefit from a code of conduct when using the Internet and mobile media just as they need a code of conduct in the real
world. They should be empowered to be good digital citizens, in addition to being good citizens in general.

Why Teach It

Help your students ...
* recognize that different audiences require different types of communication and online etiquette.
- develop constructive solutions to online interpersonal dilemmas that exemplify ethical behavior.

- imagine the motivations, feelings, and intentions of others as they relate to a variety of online exchanges.

Anything your students say or do with their phones or through quick messages may seem to disappear when the devices shut
down, but the impact on others remains — whether good or bad. As a teacher, you can guide your students to think critically
about different forms and norms of digital communication. Guide them to choose their words wisely. Help them develop the
habit of self-reflecting before posting or texting, asking themselves questions like “Who is my audience?” and “What'’s the
purpose of this message?” and “In what context will people be reading this?” With your help, they can learn to recognize that
their decisions online can have more far-reaching benefits and consequences than their actions offline because of technology’s
power to connect.

"My role as a member of the online world is to be an asset to the community. Just like offline! Respecting
everyone's different opinions is important. As far as friends go, online and offline are sooooo connected you
could never really separate them. I keep in touch every day online with people I see once or twice a week...
All my friends are a nice combination of online and offline.”

Maybel, age 13

Key Vocabulary
community: a group of people with a common background or shared interests
emoticon: a graphic used to symbolize emotion online
internet meme: an idea — whether a phrase, expression, image, or video — that gains widespread recognition online
internet slang: common terms, abbreviations, and acronyms used online
norm: standards and expectations
responsibility: an obligation or duty you have to yourself or others
tone: the way something sounds and the feelings it expresses

viral: the rapid spread of information, particularly online
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TEACHER BACKGROUNDER PHASE l
Information Literacy envision

What to Know

Today'’s digital landscape offers young people unprecedented access to tools and resources for learning. The information that kids
encounter, however, is not always accurate or high-quality. Foundational information literacy skills, such as conducting strategic
online searches, judging the legitimacy of online sources, sifting out misinformation, and recognizing advertising, can help set
kids up for success as lifelong learners. For example, kids can learn to search effectively and efficiently with the right kinds of
keywords. They also can learn that sponsored links (which commonly appear at the top of the search result list) are forms of ads
and therefore not always the best resources. When young people also get in the habit of checking out an author’s credibility or bias,
questioning whether a photo has been digitally altered, or cross-referencing sources, they can avoid being misinformed or duped.

Why Teach It

Help your students ...
« learn effective techniques for evaluating the quality and credibility of websites.
« think critically about the intentions of commercial websites and advertising.
+ apply different search strategies to increase the accuracy and relevance of online search results.

Too often, students who are looking for information online — particularly for their schoolwork — conduct an oversimplified search
that leads to millions of results. With a sea of information at their fingertips, it is crucial for young people to think about how they
search and what they find online. As a teacher, you can help your students develop strategies for uncovering accurate, relevant,
and quality information — whether conducting online research for school projects or exploring their personal interests.

"I trust most websites to be true, "We do an activity where students evaluate bogus websites. They look
but it can be hard to tell.” great to students at first, but what the sites are actually referencing —
if you take the time to read them — is completely ludicrous.”
Matt, age 12
middle school teacher, San Francisco
Key Vocabulary

strategy: a course of action designed to help you reach a specific goal or result

keywords: the words you use to search for information about a topic

plagiarism: using some or all of somebody’s work or idea and saying that you created it

citation: a formal note of credit to an author that includes their name, date published, and where you found the information
digital photo manipulation: using digital technology to change the content or appearance of a photo

retouching: to improve a photo by adding or changing small details

synergy: two or more things working together to produce something that each could not achieve separately

collective intelligence: knowledge collected from many people toward a common goal

advertisement: a message that draws attention to a product and encourages people to buy it
pbanner ad: an online ad that looks like a bar or button on the website

advergame: an online ad that is also a game you can play

video ad: an online ad that is a video and might look like a TV commercial

pop-up ad: an online ad that “pops up” over the content of the website

sponsorship ad: an ad that specifically supports an event, activity, person, or organization
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TEACHER BACKGROUNDER PHASE l

Digital Footprint & Reputation envision

What to Know

In a world where anything created online can be copied, pasted, and sent to thousands of people in a heartbeat, privacy starts to
mean something different than simply guarding personal information. On the positive side, this culture of sharing holds tremendous
promise for young people to express themselves, collaborate, and find support for their ideas and interests. However, the ease of
online disclosure also poses risks for young people. A decision made in the spur of a moment — a funny picture, a certain post —
can resurface years later. Something originally sent to a friend can be sent to a friend’s friend, and so on. That’s how secrets
become headlines and how false information spreads fast and furiously — to classmates, teachers, college admissions officers,
future employers, or the public at large.

Why Teach It

Help your students ...

- become aware of the “digital footprint” they leave online and reflect on the kind of personal information to share about
themselves, depending on the content, context, and audience.

« celebrate a “culture of sharing” through digital media while considering some possible harmful effects of over-sharing.

+ learn to respect the privacy of others online when tagging, posting, or copying other’ personal information.

By guiding your students to self-reflect before they self-reveal, you can help them learn to consciously manage their own privacy
online, as well as respect the privacy of others. If students aren’'t careful about what, how, and to whom they disclose information
online, it may be used or interpreted in ways they never intended. Help them understand the public and permanent nature of the
Internet so they can begin to build a positive digital presence.

Key Vocabulary

digital footprint: all of the information online about a person either posted by that person or others, intentionally
or unintentionally

self-disclosure: sharing private, sensitive, or confidential information about oneself with others

persistent: lasting a long time, if not forever, such as information that one posts online that does not go away because
it is passed on and spread

consequence: the effect of something that happened earlier
sexting: sending or receiving sexually explicit photos or videos by text message or other digital technologies
reputation: the general impression of a person held by others and the public

over-sharing: giving out too much information

"I wanted everybody to know what I’d done because I thought it was so cool... There were people that I
didn’t even know reading about it and commenting on it... It's just that when you're online, you think more
like, you're not going to see these people again. So I wasn’t worried that what I'd said was going to come

back and really do damage. I pretty much broadcast it to the entire world.”

Brittney, age 14
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TEACHER BACKGROUNDER PHASE 1
Internet Safety envision

What to Know

The term “online predator” often conjures up the image of a creepy older man at a computer screen waiting to lure an unsuspecting
child. The media reinforces this depiction, which is problematic because it does not fit with the kinds of risky relationships that are more
common for kids and teens. In reality, when online sexual solicitation does occur, it’s more likely to be between two teens, or between
a teen and a young adult. The following background information serves to clear up these misconceptions, providing information for
teachers about the myths and realities of online sexual solicitation, as well as guidance on how to approach this sensitive topic.

Thinking Beyond “Online Predators”

1. Teens, not children, are most likely to receive online sexual solicitations. Online solicitors rarely target younger kids. This happens
more frequently to younger teens (ages 14 to 17). People who solicit online are often upfront about their intentions. They may ask teens
to talk about sex, to give out personal sexual information, to send sexy photos online, or to meet offline for a possible sexual encounter.

2. A teen is more likely to be solicited online by another teen or a young adult. Contrary to popular belief, teens are more likely to
be solicited online by similarly aged peers. It is true, however, that a very high majority of sexual solicitations online come from boys or
men. Guiding teens to think more generally about avoiding risky online relationships, rather than telling them to fear predators, prepares
them for the wider breadth of situations they may have to deal with online—not only the extreme cases.

3. The “predator-prey” label gives the wrong impression. There is a range of behaviors that are not made clear by the predator-prey
label. The behaviors can range from “not as risky” to “very risky,” as reflected in the chart below:

Not as risky * Receive inappropriate spam through email and immediately send it to their junk mail

» Accept a friend request online from a stranger and receive a sexually explicit online message thereafter, or joke
around on a virtual world site and flirt with other avatars

Very risky + Seek companionship or friendship on an online chat room, and develop an ongoing, risky relationship with a stranger

In the most extreme cases of online solicitation — those involving older adults and teens — targets are usually aware of their solicitor’s
true age and intentions. For the small percentage of teens who find themselves in this kind of situation, simply warning them against

“unwanted contact” is not an effective strategy because they have likely grown to be comfortable with, and perhaps even dependent
upon, their solicitor. Instead, we need to help teens understand why it is risky to flirt with people they meet online, how to recognize
warning signs, and more broadly, why romantic relationships between teens and adults are unhealthy.

The Truth About Risky Online Relationshops

Many adults fear that kids use the Internet to connect with strangers. In reality, most kids and teens use the Internet to keep in touch with
people they already know offline, or to explore topics that interest them. Studies show that it is most often teens who are psychologically
or socially vulnerable that tend to take more risks online (Subrahmanyam and Smahel, 2011; Ybarra et al., 2007). These at-risk teens
might seek reassurance, friendship, or acceptance through relationships that they develop online — in chat rooms, online forums, etc.
The term “grooming” is sometimes used to describe the process of an older adult coaxing a young person into sexual situations. For
cases involving children, grooming may involve befriending the child, showing interest in his or her hobbies, exposing the child to
sexually explicit material, and manipulating a child into a sexual encounter (Lanning, 2010). The term is less commonly used for cases
between teens, or between a teen and a young adult. Research also shows that teens who flirt and engage in online sexual talk with
strangers — especially in chat rooms — are more likely to be solicited for sex (Ybarra et al., 2007).

What Should Kids and Teens Know if Online Strangers Contact Them?

Elementary School

Discuss with kids what it's like to have a “gut feeling” about an uncomfortable situation. You can use a traffic light analogy (green = okay,
yellow = iffy, red = risky) to help kids assess different online scenarios (e.g., if someone asks for a photo, talks about inappropriate
things, asks them to keep anything a secret, bothers them, says something that makes them them feel sad or upset). You might be
tempted to lean on typical “stranger danger” messaging here, but do consider that these situations may also happen with people kids
know or sort of know. Emphasize to students that they have the power to end conversations and log off the Internet at any time, and to
not let shyness or embarassment prevent them from talking to a parent or family member if they get into an iffy or risky situation. This
approach can apply beyond grooming to issues like cyberbullying and online scams, too.

Middle School and High School
We recommend avoiding a fear-based messages with teens, as research indicates that teens are less responsive to this approach
(Lanning, 2010). Teens are not likely to buy into the idea that they should avoid all contact with anyone they do not know online. After
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all, it is nearly impossible to connect with others online without talking to some people who are strangers. Rather than telling teens to
never talk with strangers, it is more effective to have conversations about why certain online relationships are risky, and about how to
avoid them. The number one thing for teens to remember is that they should avoid flirting with or regularly talking to online strangers or
online acquaintances, especially — but not only — if the person they are chatting with is older than they are. Teens should also reflect on
these questions if they communicate with someone they meet online:

- Has this person asked to keep anything about our relationship a secret?

 Has this person hinted at or asked about anything sexual?

» Have | felt pressured or manipulated by this person?

» Do | feel true to myself — sticking to my values — when | communicate with this person?

If teens feel uncomfortable during a conversation with an online stranger, they should:
« Change it up. If something feels like it might be getting risky, it probably is. But if teens are unsure, they should try changing the
subject, making a joke, or saying they want to talk about something else. If they still feel uneasy, they need to take further action.

» Log off or quit. Teens need to remember that at any time they can just stop typing and log off if a conversation gets uncomfortable
online. They can also take action to block or report another user, or create a new account — whether for email, IM, or virtual world — to
avoid contact with that person again.

+ Know that it’s okay to feel embarrassed or confused. It's not always easy to make sense of situations that make teens uncomfortable
online. Nor is it easy for them to ask for help if they feel embarrassed about what they’ve experienced. They should know these feelings
are normal.

« Talk to a friend or trusted adult. Teens should know that it’'s okay to reach out. Even if they feel they can handle a tricky situation
alone, it's always a good idea for teens to turn to friends, parents, teachers, coaches, and counselors for support.

Teaching Strategies for Sensitive Topics

Setting Ground Rules

It can be very difficult to talk to teens about risky online relationships. Creating a safe space for open discussion is particularly important
for lessons that deal with sensitive topics. Consider doing an activity with your class that builds trust among them, and then spend five
to ten minutes with them developing some ground rules before teaching the Risky Online Relationships lesson. Invite students to suggest
some discussion guidelines for themselves. Encourage them to consider the following:

« Active Listening. Show your classmates that you not only hear what they have to say, but that you also care.

» Confidentiality. Agree not to share personally identifying information from the group discussion with people outside the class.

« Step Up, Step Back. Be self-aware of your class participation, and make sure that everyone has an opportunity to share his or her opinions.
» Respect. Strive to be nonjudgmental and open-minded regarding different points of view.

» o

« Use “I” Statements. Own one’s statements and avoid using generalizing comments with “we,” “they,” or “you,” which can
communicate blame.

Provide Supportive Resources

Teens may react to conversations about emotional manipulation and risky relationships in different ways. Consider sharing a few
resources available to students at your school, such as guidance counseling, health services, and talking to other teachers. These
resources may help teens practice safe behavior online long after class is over:

» That’s Not Cool (www.thatsnotcool.com) * MTV’s “A Thin Line” Campaign (www.athinline.org)
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